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Abstract: Due to popularity of streaming applications in recent years, reliable video delivery to suspend 
objectionable content-leakage has, certainly, turn out to be important. Traffic patterns with reference to 
streaming videos symbolize the skeleton carrying their features and are exceptional per content.  In our 
work we focus on illicit redistribution of streaming content by means of an allowed user towards external 
networks. By comparing videos of distinctive length, in our work we determine a relationship among 
length of videos to be evaluated and their resemblance. In our work we suggest an innovative content-
leakage detection system that is robust to variation of video length. The system that was introduced assist 
in flexible as well as precise streaming content leakage detection regardless of length of streaming 
content, which improve secured and trustworthy content delivery. 
Keywords: Streaming applications, Content leakage, Video delivery, Traffic patterns. 
I. INTRODUCTION 
In recent times, due to rapid development of 
broadband technologies and development of high-
speed networks, recognition of instantaneous 
applications of video streaming applications has 
gained attention [1]. An important concern in video 
streaming services is fortification of bit stream 
from illegal use, as well as distribution.  One of the 
most well-liked approaches to put off objectionable 
contents distribution towards unofficial users to 
look after authors’ copyrights is digital rights 
management technology. For the most part of 
digital rights management techniques make use of 
cryptographic or else digital watermark techniques. 
On the other hand these methods have no important 
effect on rearrangement of contents, restored at 
user-side by approved yet malicious users. 
Redistribution is precisely no longer difficult by 
means of peer-to-peer streaming software for this 
reason; streaming traffic might be escaped to peer-
to-peer networks. Instantaneous video streaming 
communications by means of virtual private 
networks are being extensively deployed in huge 
number of corporations as a commanding means of 
resourcefully promoting business activities devoid 
of additional costs [2][3]. The continuation of 
videos with reference to different length within 
network environment causes a substantial 
degradation in performance of leakage detection.  
In our work we spotlight on illegitimate 
redistribution of streaming content by means of an 
allowed user towards external networks. The 
existing proposals in literature scrutinize 
information that is obtained at different nodes in 
core of streaming path. As a result, expanding an 
innovative leakage detection technique strong to 
difference of video lengths is, really necessary. In 
our work by comparing videos of different length, 
we determine a relationship among length of videos 
to be evaluated and their resemblance and based on 
this relationship, decision threshold enabling 
precise leakage detection was determined even in 
an environment by different length videos. 
 
Fig1: An overview of streaming of traffic. 
II. METHODOLOGY 
The content leakage detection system on the basis 
of fact that streaming content encompasses an 
exceptional traffic pattern is a pioneering solution 
to put off illegal redistribution of contents by 
means of a regular, yet malicious user. While 
protecting user privacy, traditional systems have 
proposed methods on the basis of observation 
concerning streamed traffic all the way through 
network. These conventional systems preserve high 
detection accurateness while coping with some of 
traffic distinction in network, on the other hand, 
their detection performance considerably degrade 
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owing to important variation of video lengths. In 
our work we put forward a new content-leakage 
detection system that is robust to variation of video 
length. By comparison of videos of different 
lengths, we determine a relationship among length 
of videos to be evaluated and their resemblance 
among the compared videos. Thus, we improve 
detection performance of projected scheme even in 
an environment subjected to dissimilarity in length 
of video. The existence of videos concerning 
different length within network environment causes 
a substantial degradation in performance of leakage 
detection. Traditional methods are time slot-based 
traitor tracing, packet size-based traitor tracing, as 
well as dynamic programming-based traitor tracing. 
The proposed scheme allows flexible as well as 
precise streaming content leakage detection 
regardless of length of streaming content, which 
improve secured and trustworthy content delivery 
[4]. In typical video leakage state of affairs because 
of popularity of streaming delivery of movies, 
expansion of peer to peer streaming software has 
concerned much attention. In the typical content-
leakage scenario a regular user in a protected 
network accept streaming content from a content 
server. Subsequently, by means of use of peer to 
peer streaming software, usual yet malevolent user 
redistributes streaming content towards a non-
regular user outer surface its network and such 
content-leakage is almost not detected. 
III. MODELLING OF PROPOSED SYSTEM 
Although protecting user privacy, traditional 
systems have proposed methods on the basis of 
observation concerning streamed traffic all the way 
through network. Traffic patterns concerning 
streaming videos symbolize the skeleton carrying 
their features and are exceptional per content. As a 
result, the longer the traffic pattern is; the 
additional information on video it exhibits. In 
traditional methods, it is supposed that a convinced 
length of content can constantly be obtained all the 
way through the network for the entire contents. 
We set up a new threshold determination method 
on basis of exponential approximation. The 
projected decision threshold determination method 
is put into practice into dynamic programming-
based traitor tracing which employs packet size-
based traffic generation algorithm since dynamic 
programming-based traitor tracing illustrates high 
robustness to network environment changes when 
compared to other schemes. In network topology of 
projected leakage detection system topology 
consists of two most important components, 
specifically the traffic pattern generation engine 
fixed in each router, and traffic pattern matching 
engine put into practice in the management server. 
Traffic pattern generation procedure is based on 
moreover time slot-basis algorithm or packet size-
based algorithm. Time slot-based algorithm is a 
simple solution to produce traffic patterns by 
summing quantity of traffic arrival throughout a 
certain period of time. Consequently, delay as well 
as jitter of packets disfigure traffic pattern, and 
hence, decreases precision in pattern matching [5]. 
Time slot-based algorithm is influenced by packet 
loss. Algorithm of packet size-basis defines a slot 
as summing up of quantity of arrival traffic until 
observation of a convinced packet size and this 
algorithm only utilize packet arrival order as well 
as packet size, thus is strong to modify in 
environment for instance delay and jitter. Packet 
size-based algorithm demonstrates no toughness to 
packet loss. Traditional methods are time slot-
based traitor tracing, packet size-based traitor 
tracing, as well as dynamic programming-based 
traitor tracing. Time slot-based pattern generation 
algorithm that is employed within time slot-based 
traitor tracing is influenced by packet delay as well 
as jitter, which get worse user-side traffic pattern. 
Packet size-based traitor tracing, as well as 
dynamic programming-based traitor tracing make 
use of a traffic pattern generation means based on 
packet size rather than time slot therefore, show 
robustness in opposition to packet delay as well as 
jitter. although three representative conventional 
methods, that is, time slot-based traitor tracing, 
packet size-based traitor tracing, as well as 
dynamic programming-based traitor tracing 
demonstrate toughness to delay, jitter or else packet 
loss, detection performance reduce with substantial 
variation of video lengths [6].  
IV. CONCLUSION 
A vital issue regarding video streaming services is 
fortification of bit stream from illegal use, as well 
as distribution. Digital rights management 
technology is the one of most popular approaches 
to suspend objectionable contents distribution 
towards unofficial users to look after authors’ 
copyrights. In established methods, it is supposed 
that a convinced length of content can constantly be 
obtained all the way through the network for the 
entire contents. Immediate communications of 
video streaming by means of virtual private 
networks are being expansively deployed in huge 
number of corporations as a commanding means of 
resourcefully promoting business activities devoid 
of additional expenses. We draw attention towards 
illegitimate redistribution of streaming content by 
means of an allowed user towards external system. 
In our work by comparing videos of different 
length, we determine a relationship among length 
of videos to be evaluated and their resemblance. In 
our work we suggest a new content-leakage 
detection system that is robust to variation of video 
length. We get better detection performance of 
projected scheme even in an environment subjected 
to dissimilarity in length of video. The proposed 
system allows flexible as well as precise streaming 
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content leakage detection regardless of length of 
streaming content, which improve secured and 
trustworthy content delivery.  
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